
DTS 
NIS2 & DTS Cockpit
Implement compliance requirements successfully & sustainably with THE 24/7 security operations platform.

With DTS Cockpit, we can help you
with the necessary measures!

1. What is NIS2?

•	 A new EU-wide directive for the protection of network & increase
	 information systems

•	 Used, together with the EU GDPR, to increase
	 IT security in the EU

2. When does NIS2 come into effect?

•	 Entered into force in the EU on January 1, 2023

•	 The directive will be transposed into national law by October 2024, 	
	 after which mandatory safety measures will apply

3. Who does NIS2 apply to?

•	 For companies with at least 50 employees or at least € 10 million 	
	 annual turnover

•	 In addition, companies must belong to one of these 18 affected	
	 sectors affected:

4. Requirements according to NIS2:

•	 Asset management  

•	 Maintenance & recovery
	 (business continuity & crisis management)

•	 Vulnerability management

•	 Integration of “state of the art” compliance measures

•	 Risk management (effectiveness of security measures)

•	 Incident management

•	 Cryptography, especially for communication

•	 Security of the supply chain (supply chain security)

•	 Personnel security  (education & training, access controls,
	 authorization concept)

•	 Registration obligation, reporting obligations, sanctions & liability

5. Necessary measures to strengthen IT:

•	 Business continuity: Backup management, disaster recovery, 
	 crisis management

• 	 Effectiveness: Specifications for measuring cyber & risk measures

• 	 Purchasing: Security in the procurement of IT & network systems 

• 	 Incident management: Prevention, detection & management of 
	 security incidents

• 	 Communication: Secure voice, video & text exchange

• 	 Cryptography: Encryption wherever possible

• 	 Policies: Guidelines for risks & information security

• 	 Supply chain: Security in the supply chain

• 	 Access control: Use of MFA & SSO
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6. These DTS Cockpit features support you in fulfilling requirements in terms of NIS2 and others:

a	 Incident management: 24/7 detection, analysis, containment & response to security incidents in ONE solution
	 •	 The fulfillment of the reporting obligation with early warning, report & resulting remedial measures can be implemented via the DTS Cockpit
	 •	 Proactive approach by identifying potential security vulnerabilities before attackers can exploit them

a	 Policies:
	 •	 Objective risk assessment & continuous evaluation of your security level  
	 •	 ARP-GUARD as NAC included: end devices & sources of interference become visible & can be localized in a targeted manner. This transparency 	

	 can be used to define and enforce individual compliance policies.

a	 Business continuity: Ensure business continuity with the right DTS Incident Response Service & experienced crisis management from DTS

a	 Regular penetration tests: recurring testing & re-testing of the entire environment through continuous, customized assessments

a	 Effectiveness of risk management measures:
	 •	 Establishment & regular evaluation of the effectiveness of risk management measures with continuous review by the DTS Purple Teaming  

•	 DTS Cockpit understands cybersecurity as a integrated, ongoing process

a	 Cyber hygiene (e.g. updates): Device compliance through the DTS Client

a	 More IT security in general: provided from our own certified & EU GDPR-compliant data centers

See, understand, act, validate & optimize as an all-in-one solution
DTS Cockpit is THE essential building block of an end-to-end security architecture: complete transparency of connected security solutions, active control 
options for responding to incidents, a centralized status of your security infrastructure and services.

Providing the missing link
The purple teaming of the DTS Cockpit consists of experienced SOC analysts ((blue team) and certified IT security experts (red team) and offers a unique 
approach. With this combination, DTS is at your side as a continuous “coach” with advice and support and sustainably improves your preventive security 
infrastructure.

Easy to use. Easy to pay.
Our transparent pricing model follows the principle “from SMEs for SMEs”. The solution is a 24/7/365 integrated cybersecurity strategy that provides an 
enterprise service and is still affordable for companies of all sizes.

40 years of know-how in the field of cybersecurity
As a pioneer in IT security, we combine in-depth expertise, state-of-the-art technologies, visibility, diagnostics, analysis, active defence and optimization in 
the DTS Cockpit on a platform „Made by DTS“.

Get free & non-binding advice now!

https://dts.de/de/security-software-by-dts/loesungen-services/dts-identity

